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Exhibit 1: Threats of Most Concern

VULNERABILITIES ACTORS AND TACTICS
Broken authentication EXPLOITS Cyber terrorism
and session management Back doors Data exfiltration
Buffer overflows Botnets Insider threat
Data exposure DoS/DDoS Organized crime
Injection vulnerabilities Malware Social engineering
Security misconfiguration Ransomware Proliferation of loT

Source: 2017 Global Information Security Workforce Study

Source:
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https://iamcybersafe.org/wp-content/uploads/2017/06/Europe-GISWS-Report.pdf

8B o A\ Deficit of professionals in
both InfoSec and CiberSec

Exhibit 4: Reasons for Worker Shortage by Region

Qualified Requirements not  Business conditions  Security No clear
personnel difficult  understood by can't support workers difficult  information security
to find leadership additional personnel to retain career path

35%

MIDDLE EAST

Source: 2017 Global Information Security Workforce Study, (n = 12,709)

Source:
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https://iamcybersafe.org/wp-content/uploads/2017/06/Europe-GISWS-Report.pdf
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Professionals in both
InfoSec and CiberSec

CURRENT LABOUR FORCE TRENDS ARE UNSUSTAINABLE

Europe to have

350K

more | O/
cybersecurity
jObS than o

skilled workers unemployment

THERE ARE NOT ENOUGH WORKERS

Leading to long work weeks and a dissatisfying work-life balance
say their

org.
LATAM to have needs to

add headcount

more &ﬁ

cybersecurity M

jobs than

skilled workers of the workforce

work more than a
2022 40 hour week

Source:

UR - School of Business

Europa

927

of hiring managers say
past experience in
security is important

- PLANS FOR MORE
- MAY NOT BE ENOUGH

of orgs.
plan to add
headcount

Latin
America


https://iamcybersafe.org/wp-content/uploads/2017/06/Europe-GISWS-Report.pdf
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Thé Ahxious Optimist
in the Corner Office

e A (Global CEQO Priorities

CAHA b
ATTNDTAT SN

Terrorism and cyber threats rise

Q Considering the following threats to your organisation's growth prospects, how concemned are you about the following?

JCM-18 All rights reserved
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2017

@ Over-regulation Over-regulation
Uncertain economic growth Terrorism
Exchange rate volatility Geopolitical uncertainty
Availability of key skills Cyber threats
Geopolitical uncertainty Availability of key skills
Speed of technological change e
Increasing tax burden Increasing tax burden
Changing consumer behaviour Populism
Social instability ?mnﬁ?.}t"ﬁm .
Cyber threats Exchange rate volatility

Chart shows percentage of reapondents answering ‘extremely concemed’.

Source: PwC, 21st Annual Global CEO Survey © 2018 PricewaterhouseCoopers LLP. All rights reserved.

Source: https://www.pwc.com/gx/en/ceo-survey/2018/pwc-ceo-survey-report-2018.pdf
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https://www.pwc.com/gx/en/ceo-survey/2018/pwc-ceo-survey-report-2018.pdf

Souce: Eling, M. & Schnell, W. (2016) What do we know about cyber risk and cyber risk insurance? The Journal of

Risk Finance. 17(5). pp.474-491. Doi: https://doi.org/10.1108/JRF-09-2016-0122. Online-Appendix 3
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Source

Mukhopadhyay et al
(2005. 2013)
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Definition
Rask molved math nalicions electronic events that cause dysruption of business and monetary Joss

Bolune and Katana (2006)
Cebmla and Young (2010)

Breach or failure of information svstems

Opaxwulmbtomfam:mnmdm!nolog\ assets that have comsequences affecting the confidentality, avmbibilsty. or meegnty of
svstenn

Ksbetn (2010) A c’-tvercnmr 15 defined 25 3 CRONNAL ACHVITY 61 WHICH CORPUETs OF COMPATET DETR Ofks are the Prncipal means of CONMMMINg a0 offemse
of vwolating laws, rules, of regul

Ogon et al (2011) Tnformanon secunity risk

The UK Cyber Secunty | Cyvberspace 1 an miteractive domain made up of degital netvorks that i wsed to store, modify and conmmuncate mfocmation. It mcludes

Staegy (2011) the but also the other systems that & onr businesses. mfrastructire and serixces

World Econonise Forum
(2012)

Cyber nsks are defined a4 the combmation of the probabaliry of an event willun the realm of networked mformmnon systemns and the
consequences of this event on assers and feputatson.

World Ecomomse Forun

C\bs tefers 1o the mterdependent network of information techmology mfrastruchwes. and mcludes technology “tools™ such as the
. teleconmuumcations netwoeks, ¢ syvien, ana bedded processors and comtrollers m critical industnes

[(2012)

Hua and Bapma (2013)

Crber te Attacks mp d by nbef g systeans to (1) signeficantly interfere
with the political. social of econcmsc amcnonngo(xcmman‘ important group or organszation of a nation, or (2) induce

plivsical violence and of create patc

\mauzl Association of

Drﬁnﬂ cyber by pronding typecal examples Idennity theft business mterruption. damage 1o the firm's reputation. disclosure of sensitive

eC 3 and busmess istemaphon
{2013)
Natonal Insnrute of Definies cyber space 25 “2 global donmam within ihe mformation entwotment ¢ stng of the dependent nerwork of sformation
Standards md Techaology | systems mffastruchures includmg the [ofernet. teleconmuescations nerworks. computer systems. and embedded processors asd
(NIST 2013) controllers

Talhnn Manual | Sclupatt,
2013)

Cyberspace. The emvrcmment formed by phiysacal and non-phyacal components. chasactenzed by the use of computers and the electro-
NUIOLUC spectum 10 store, modify. and exchange daa g computer nerworks.

Willis (201 32)

Cyvber risk can be defined 25 the nsk conzected 10 achvity online, internet trading. electrome svstems and technological networks. as well
24 starage of persomal data

Swass Re (2014)

Any nsk emanatng from the wse of elecronic daa and ifs ransnussion. Thes encompasses phiviscal damage camsed by cvber-attacks. Joss
or corruption of data and its financsal ¢ es. frand ¢ d by masuse of data. as well as any hability ansing from a failure to
usuntan the avulabnkty, imtegnty, and confidentiality of electronically stored wformanon ~ be it related to wdnaduals, compames. or
government In tus confext. ¢yber nsk msurance addresses the first and hurd party nsks asociated with e-business. the miernet. networks
Jod wformanonal assets

CRO Forum (X014)

Any nsks that emandte from e use of elecromsc data and 15 ansumssion wohdng techmology 10015 sikh as the mfemet and
teleconmmmicanons petworks. It also encompasses phiviacal damage that can be caused by cvbersecunty incidents. frand commutted by

nususe of data. any habalsty arisang from data storage, and the availability. mtegnty and confidennality of electronsc informahion — be it
related 1o mdaduals. conpatues. of govermment

Tnstitute of Rusk
Managensent (2014)

Anv nsk of financial loss, disruption or damage 10 the reputation of an orgamzation from some sort of faduwre of it mformahon
technology syssems

Refsdal Solbaug and
Stalen (2015)

Defimtion conssstng of three elements:

<A cvber-nak 15 a risk that is cawsed by a ciber-threat

-A cyber-threat 1s a theeat that explosts a cyberspace

Cyberspace 15 a collechon of mierconnected computenzed petworks. including servaces, computer systems. embedded processors, and
controlers. as well as nformation m storage of tragsit

Lioyds (2013)

Losses relating to damage 1o, or loss of mformation from. IT systems and perworks

Liovd's (2015a)

Defimution of Cyber-Amack: exposures ansmg from 2 mahicsous electrome act which for the purpose of dus dulletis we label 35 ‘cvber-
attack” Cyber-amtack is therefore the proximate cause of Joss. although the consequences may mclude property danmage. bodly mpury,
fizancaal Joss of other forus of damage

CRO Forum {2016)

Cs bc nsk [15] defined as the nsk of domg business in the cvber environment The definution of cvber sk covers
Any nsks enuaating from the use of electronic data and sts transoission.

mcludmg sechmology tools such as the mternet and telecommuaucations petworks

phivsical damage that can be cansed by cyber attacks

frand comuuned by nususe of data

any habelity ansing from data use. storage and trassfer, and

the avatlabilaty. meegnty and confidenniality of electronsc mformation

be f related 10 indaviduals. compaues of govermuent

Ciber risk definition

Cyber
risk

Key
elements

UR - School of Business

Not authorized activity:

Actions intentionally or unintentionally committed in the
context of the organization..

Offender:

State and non-state actors, organized crime, internal
employees, digital mercenaries

Vulnerability:

Determined by the practices and standards that the
organization has on information technology management, its
processes and people.

Attack:

Exploiting known or unknown vulnerabilities to perform
actions that disrupt, deteriorate, alter, reveal or destroy key
business assets and/or services. E.g: Malware, DDos.

Consequence:

The effects are generated based on the attackers' intentions.
E.g.: Disclosure of information, espionage, extortion, theft of
information, sabotage, fraud..


https://doi.org/10.1108/JRF-09-2016-0122
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Identity and
Security
Tools that
manage user
authentication
and system
access, as

well as secure
the product,
connectivity, and
product cloud
layers

—

-~

modified

PRODUCT CLOUD

Smart Product Applications
Software applications running on remote servers that manage the monitoring,
control, optimization, and autonomous operation of product functions

Rules/Analytics Engine
The rules, business logic, and big data analytical capabilities that populate
the algorithms involved in product operation and reveal new product insights

Application Platform
An application development and execution environment enabling the rapid
creation of smart, connected business applications using data access,
visualization, and run-time tools

Product Data Database

A big-data database system that enables aggregation, normalization,
and management of real-time and historical product data

CONNECTIVITY

Network Communication
The protocols that enable communications between the product and the cloud

PRODUCT

Product Software
An embedded operating system, onboard software applications,
an enhanced user interface, and product control components

Product Hardware
Embedded sensors, processors, and a connectivity port/antenna that
supplement traditional mechanical and electrical components

UR - School of Business

-

External
Information
Sources

A gateway for
information
from external
sources—such as
weather, traffic,
commodity and
energy prices,
social media,
and geo-
mapping—that
informs product
capabilities

Products/Services digitally

Integration
with Business
Systems

Tools that
integrate data
from smart,
connected
products with
core enterprise
business systems
such as ERP, CRM,
and PLM
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o i=de
- Types of attackers

Based on type of access and its capabilities
Vulnerabilities

Those who only execute existing
attacks with known vulnerabilities.

[id 9 Access to physical hardware

Those who can scan a system for
new vulnerabilities and develop @

code to exploit them A Access to software or data

Those who create new
vulnerabilities

[ra

a Access to people who use or run
the system

Assumptions falsification

Based on: DoD (2013) Resilient Military Systems and the Advanced Cyber Threat. Task Force Report. Defense Science Board. January. Recuperado de: https://nsarchive2.gwu.edu/NSAEBB/NSAEBBA24/docs/Cyber-081.pdf
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https://nsarchive2.gwu.edu/NSAEBB/NSAEBB424/docs/Cyber-081.pdf
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Cyber insurance & its challenges

Sl A

1. Insurance premium increases
2. Increased cost to raise debt

3.
4

. Lost value of customer relationships

12

Figure 6. Costs of a data breach

Above the surface: Well-known cyber incident costs

Customer breach notifications 5. Attorney fees and litigation

Post-breach customer protection 6. Cybersecurity improvements
Regulatory compliance (fines) 7. Technical investigations

Public relations/crisis communications

Below the surface: Hidden or less visible costs

5. Value of lost contract revenue
6. Devaluation of trade name

Operational disruption or destruction 7. Loss of intellectual property

Source: "Beneath the surface of a cyber attack: A deeper look at business impacts,” Deloitte Cyber Risk Services.

Deloltte University Press | dupress.deloltte.com

Fuente: https://www?2.deloitte.com/insights/us/en/industry/financial-services/demystifying-cybersecurity-insurance.html
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https://www2.deloitte.com/insights/us/en/industry/financial-services/demystifying-cybersecurity-insurance.html
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InfoSEC & CiberSEC Fundamentals
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Understanding risk in digital context

Uncertainty

. o _ The particular history of each
Aﬁfta’;e of indetermination between a cause and its individual interpreted in the
effects.

secret chamber of his
assumptions.

_ Ambiguity \Persona&
Complexity . .
The result of the limited ability to distinguish specific Itis the result of legitimate
aspects of reality that go beyond the previous interpretations based on socially
knowledge of the observers. accepted meanings and real facts.

Risk: A situation or event where something of human value is at stake and where the outcome is uncertain

Based on: Rosa, E., Renn, O. y McCright, A. (2014) The risk society revisited. Social theory and governance. Philadelphia, Pennsylvania. USA: Temple University Press.

JCM-18 All rights reserved UR - School of Business
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Conceptual notes about cybersec

External
Word

Attacks

Security

“Avoiding
external world
affects the
system”

&%*%% Universidad del ":‘?ﬁ}k
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External
World

Safety

“Avoid the
system affects
external

world”

External
Word

Attacks

=

Security+Safety

“Ensure that the system
continues to operate,
without affecting the
outside world, despite
the attacks”

Source: ALXELROD, W.C (2013) Engineering Safe and Secure Software Systems. Artech House

JCM-18 All rights reserved
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Cyberarime / Information Security \ Cypersatety

Cybersecurity

Internet
Security o

Network
Security

\

\_ Critical Information Infrastructure Protection y

From: ISO 27032 — Information Technology- Security
Techniques — Guidelines for cybersecurity.
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Conceptual notes about Cybersec

External External External
world World World

Enterprise Cybersecurity

Attacks Attacks

It is an enterprise capacity defined to defend and

» anticipate the digital threats inherent to the
ecosystem where the organization operates, in

order to protect and ensure the resilience of the

>ecurity Safety Security+Safety operations and the reputation of the company.
“Avoiding “Avoid the  “Ensure that the system
external world system affects continues to operate,
affects the external without affecting the
system” world” outside world, despite

the attacks”

Source: ALXELROD, W.C (2013) Engineering Safe and Secure Software Systems. Artech House

JCM-18 All rights reserved UR - School of Business
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InfoSEC Evolution:
From practices to capabilities
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InfoSEC Evolution

1990s

Information Security Management
Risk and process

Known environment Turbulent environment VUCA environment

JCM-18 All rights reserved UR - School of Business
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Definitions: Practices & Capacity

Characteristics

Characteristics

* Applied and tested * Develops learning
bodies of knowledge * Based on uncertain and

* Based on certainties ambiguous scenarios.

» Verifiable and auditable « Challenge previous

* Risk: It is a threat knowledge and develop

new distinctions
* Risk: An opportunity

JCM-18 All rights reserved UR - School of Business
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Evolution: security & control practices

Specialized

>

Universidad del "3@&
4 Rosario Acuse

Collective

knowledge Caiacities

&b COGNITIVE VISION
T Simulations &
Scenarios
o
©
u;
(4]
Y
v
c
(D]
80
(D}
=
y—
(4] .
> :':
2
@]
= >
Tactical From INFOSEC to CIBERSEC Strategic

JCM-18 All rights reserved
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(1) War games

®) Social engineering
exercises

3) Intelligence and
Threat hunting

@ Infosec risk
analysis

© Infosec Audit
®) Vulnerability analysis



INFOSEC practices & CIBERSEC capacities

s
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I

Security domains

Enpoint security ‘ Netw?rk | Data security
security |
Security Management Software
communication vulnerabilities security

IT controls
management

Identity
management

Mobile security

JCM-18 All rights reserved
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Practices

Cybersec Ecosystem

Analytics

Endpoint

-
ol

Cognitive

Networks

/aua18Ay-A11undas-inoA-3500q

Capacities

UR - School of Business
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CiberSEC:
Educative & Corporate challenges
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Education objetives in current context

Learn

Disconnect known \ Anticipate and solve new
concepts and rethink P

: problems, creating
them in unknown
alternatlve solutions.

scenarios.
Thinking in an interdisciplinary - Indivi ] - Identify key information
and holistic way, to perceive the dividua 3 and transform it into

dimensions of the challenges \ knowledge.
' ' the

Read and communicate in all Relate learning to reality and
media generated by the society. other sciences.

Adapted from: Garcia, L., Ruiz, M. y Garcia, B. (2009) Claves para la educacion. Actores, agentes y escenarios en la sociedad actual. Madrid, Espafia: Narcea-UNED. P.272

JCM-18 All rights reserved UR - School of Business
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General concept of security

Remarkable example of
risk

Reference object Value at risk Threat source

National securi
ty Sovereignty, territorial

(Militar & Political The Nation integrity Other nations, terrorism Extreme groups
dimension)

. . . National Union, Nations, foreign cultures, . .
Society security Social groups e e Displaced by conflict
Human security Individuals, humanity Survival, quality of life State, globahza.tlon, Natural disasters

nature, terrorism
Enviromental security Ecosystem Sustainability Humanity Global warming
Information People. process & technolo Trust Human, technical and Loss and/or leakage of
security pie, p 8y process vulnerabilities information
. . . . ore Estados, terrorismo, Attacks on critical national
C]bersecurlty Digital ecosystem Resilience, governance R AV infrastructure

Adapted from: Gunter, H. (2005) Threats, challenges, vulnerabilities and risks in enviromental and human security. UNU Institute for Environment and Human Security (UNU-EHS). Publication Series of
UNU-EHS. No.1. p.19. Recuperado de:

JCM-18 All rights reserved UR - School of Business


http://collections.unu.edu/eserv/UNU:1868/pdf4040.pdf
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INFOSEC Professionals - Key Skills

Thinking like
attackers
Key Skﬂls INFOSEC
® Basic practices Professionals

Keep low Have an escape
profile route

JCM-18 All rights reserved UR - School of Business
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CIBERSEC Professionals - Education

Digital
Ecosystems

Digital context fundamentals

Digital Global
economy Geopolitics

Collaboration Cyber ris

resilience & support National Cyber
& International insurance

Intellicence &  Active & War IT

Threat hunting  Passive games Controls

defense

Cybersecurity strategic fundamentals

Cybersecurity organizational & tactical fundamentals

JCM-18 All rights reserved

- School of Business

Cybersecurity technical and operational fundamentals
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Key Features of the Cybersecurity Professional

28

Communication
Explain complex challenges in simple
terms. Analogies are useful in this exercise.

Innovation C omprehend Training and experience
Accepting mistake as a discovery prer Have adequate education and
: I nforming T .
and an opportunity to overcome Ianci experience in the field.
cognitive blindness. BE” ar;cmg
xplore
R einvent

Audacity

Experience uncertainty and
doubts and still make the
decisions that are required.

Frameworks
Identify appropriate resources
and tools to do the job.

Based on: Loftus, G. (2017) Indiana Jones’s Five leadership Lessons. Forbes. Recuperado de: http:/ /bit.ly/2BKj503

JCM-18 All rights reserved UR - School of Business
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Emergent risks
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Artificial Intelligence: Algorithms

ENTRANCE DATA

ALGORITHMS DESIGN

OUTPUT DECISIONS

Human bias Technical failures Security vulnerabilities Implementation
failures

_‘-._\

INHERENT FACTORS

Source: Krishna, D., Albinson, N. & Chu, Y. (2017) Managing algorithmic risks. Safeguarding the wuse of complex algorithms and machine learning. Deloitte. Recuperado de:
https://www?2.deloitte.com/content/dam/Deloitte/us/Documents/risk/us-risk-algorithmic-machine-learning-risk-management.pdf
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https://www2.deloitte.com/content/dam/Deloitte/us/Documents/risk/us-risk-algorithmic-machine-learning-risk-management.pdf

%%%% Universidad‘dcl ﬂ,,f“lﬂ?‘g
#354 Rosario icust

Third Parties: Active monitoring

We don’t have the internal
resources to check or verify

The data shared with the third party is
not considered sensitive or confidential

Pata Risk
in the Third-Party

The third party is subject to data
protection regulations that are intended

Ecosystem to protect our information
Second Anmual Study

~
-

The third party is subject to
contractual terms

Wae rely on the business reputation
of the third-party

~
g

%

We have confidence in the third party's
ability to secure information

We have insurance that limits our liability
in the event of a data breach

Other - e
B s

2%

Unsure B ~2017 EWFY2016

Source:

0 109% 20% 309 40% 50% 60% 70%

b4

JCM-18 All rights reserved UR - School of Business


https://www.opus.com/resource/data-risk-third-party-ecosystem-2nd-annual-study-ponemon-institute/
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Fog computing: Challenges

=
—

Characteristics Low latency and localization sensitivity.
- Fog
Computing Geographic distribution

Mobility in end device
Processing capacity in a high number of nodes

Wireless access

Real-time applications

Heterogeneity

Source: Mukherjee, M. et al. (2017) Security and Privacy in Fog Computing. /EEE Access. 5. 19293-
19304. doi: 10.1109/ACCESS.2017.2749422

JCM-18 All rights reserved UR - School of Business
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Fog computing: Challenges

, { Security and privacy issues in fog computing |

Dynamic nature of fog node and end users

Malucuous insider attack Fog forensic: Digital evidence of fog events

Trust of a fog service

[Foo! [Foo! [:&?! [ME ’ """ e i
e | ‘
E large number of fog nodes i

: A
. : Trust of a fog service: The
""""" Dependability issue and main attributes that define
custody chain dependency ! the trust of a 'm service
' '
Where to place the decoy Who will verify these
information and how to design attributes ?

on-demand decoy information?

End users roam over the network

How to design a low complexity-

g based authentication and key
Ly management between end users and

.................................

fog node in the scalable fog network? Fog
T f
Malicious fog node DC::)FW rust of end users
( Source of data bnach] Trustworthiness among end
M users and fog nodes
alicious

‘"C’T'g‘?
|

e m e ———————
cosscasconaned

‘”)/[‘”) =3
[mdt node node ; ,@’}4
""""""" QR o oo ovoreos SRR ocatsentyaorymiy

Source: Mukherjee, M. et al. (2017) Security and Privacy in Fog Computing. [EEE Access. 5. 19293-19304. doi: 10.1109/ACCESS.2017.2749422

JCM-18 All rights reserved UR - School of Business
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Conclusions
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Digital Corporate Responsibility Principle

Ensuring that personal data is handled
in accordance with the law and in line
with the expectations of those who
provide it.

accenture

Guarding and growing Digital Administration
personal data value

Jamuary 2016 : .
Demonstrate openness in companies use

Digital Transparency of personal data

Give customers more control over their

D 141 tal Empowerment personal data.

Clarify and potentially increase the
Digital Equity benefits that customers receive in return
for sharing their data.

Using personal data to multiply positive

Digital Inclusion o
results in society.

JCM-18 All rights reserved UR - School of Business
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Holistic View of Digital Security

Global cybersecurity

Corporate cybersecurity

Industrial cybersecurity

|

Tactical security Strategic security

Defense in depth Digital resilience and

LIAdNV ALTINOAS
TVLIOIAd TVNOILLVNYH.LNI

LIANV ALTIINOHIS
TVLIIOId TVNOILVN

Information security culture defense
Operational OT Security IT Security Digital intelligence
diseiplinie practices Control compliance Simulations
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